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Abstract

Digital transformation has led to the application of technology in a variety of industries. This study aims to
synthesize the landscape of applying big data and data analytics in auditing and proposes recommendations for
Vietnamese audit firms. The authors used a qualitative data analysis method to examine the research topic, collecting
relevant information relating to the application of technology in Vietnamese and foreign audit firms. The research shows
several advantages of using big data in auditing and opportunities for local audit firms. However, with the lack of human
resources and guidance from professional bodies, the effectiveness of applying big data and data analytics in local audit
firms is limited. Therefore, the authors suggest that Vietnamese audit firms should invest in capital and human resources
to adapt to the modern trend of using big data and data analytics for providing effective assurance services. Besides, they
need guidance and training from professional bodies such as MOF and VACPA for local firms, and support from
universities in providing the necessary knowledge for students.
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1. Introduction

In the current era of technological advancement, people are generating and accumulating more data
than ever. The widespread use of smart devices such as smartphones, laptops, desktops, and tablets has
generated vast amounts of data in various forms. This phenomenon is commonly referred to as "Big data."
Big data illustrates extremely large datasets, typically greater than 1015 bytes, with specific storage
challenges that need to be analyzed using computational methods (Cockcroft & Russell, 2018). Big data
transforms the way companies compete in the market. Ginni Rometty, CEO of IBM, stated, "Big data will
become the basis for competitive advantage, replacing the traditional competitive advantage of having the
best resources, the best people, or the best strategy” (Frank, 2017). Big data is the expression of a mass data
file or a large, diverse, and complex amount of structured data, which makes it difficult to store, analyze, and
visualize. Big data holds great potential for sequential processes, reveals hidden indices and secret
correlations, as well as generates outcomes that influence decision-making (Balios, Kotsilaras, Eriotis, &
Vasiliou, 2020). Data comes from different sources and has diverse characteristics and properties; therefore,
the classification of data also has multiple applications. However, the most common classification is based
on the structure of the data: structured and unstructured. The history of common data to big data dates to the
1960s, when computers were developed to process and store data. In the 1990s, owing to the development of
the Internet and networking technologies, data became more common and was transmitted over the network.
During the 2000s, cloud technologies enabled data storage and process on remote servers. In recent years, the
development of technologies such as sensors and machine learning has created many new data sources and
provided new methods for analyzing and processing big data.

Data analytics refers to the methods, tools, and applications used to collect, process, and derive
insights from diverse, high-volume, and high-speed datasets. IAASB (2016) defines data analysis for auditing
as the science and art of identifying and analyzing patterns, discrepancies, and biases and extracting useful
information from underlying data. The issues of the audit will be analyzed, modeled, and visualized to plan
and perform the audit. The field of auditing is no exception to the trend in big data and data analysis. Big data
will significantly change the way the audit profession operates. Big data and data analytics enable auditors to
examine items that require a comprehensive inspection. As a result, users of financial statements can expect
auditors to provide a higher level of assurance for financial statements (Yadav, 2020). Different from
traditional auditing, technology-enabled audits have high-quality audit evidence that comes from a variety of
new sources, such as big data, exogenous data, and analytics (Edubirdie, 2022). These audits (Titera, 2013).
Vietnamese auditing firms are currently seeking to leverage the advantages of big data and data analytics to
enhance audit quality. However, these firms encounter several challenges when applying big data and data
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analytics to the audit process. Moreover, there is a lack of in-depth research on the potential benefits and
difficulties faced by Vietnamese auditing firms when applying big data and data analytics.

2. Objectives

The main objective of this study is to review and summarize the landscape of big data and data
analytics applications in Vietnamese audit firms. This research provides implications for stakeholders to
improve the implementation and utilization of big data and data analytics in audit firms in Vietnam.

3. Materials and Methods

This theoretical research synthesizes previous studies to find patterns of big data and data analytics.
The themes of the research are definitions/concepts of big data, opportunities and challenges of big data and
data analytics, and the landscape of big data and data analytics in audit firms in Vietnam. The research was
conducted in the following four steps:

Step 1: Step 2: Step 3: Step 4:

Define Develop a Syn t}?esilze Publicize
research research articles review
questions strategy findings

Figure 1. Literature Review Flow (Hezam, Anthonysamy, & Suppiah, 2023)

Step 1: Define research questions
The research poses one main question related to big data and data analytics: What recommendations
should be made to promote the application of big data and data analytics in Vietnamese auditing companies?

Step 2: Develop a research strategy

The strategy included keyword identification, screening, and eligibility. The identification of
keywords is based on research questions in journals, research websites, and other sources over the last ten
years. Furthermore, the selected databases have published many peer-reviewed articles in the studied field.
(see Table 1)

Table 1: Summary of research strategy

No. Topic definition Select criteria

1 Keyword identification Big data and data analytics in audit, big data and Auditor, the
opportunities and challenges of big data and data analytics, big data in
Vietnamese and foreign audit firms

2 Databases ResearchGate, Studocu, Accounting Horizons, Google Scholar, Social
Science Research Network, DOAJ, Vietnam Trade and Industry Review,
Vietnam Review of Finance, VNU Library and Information Center, etc.

3 Time From 2013 to 2023

4 Selection of articles Studies published in Vietnamese and English language, in reputed
journals, and the context of big data, data analytics, and auditing.

Step 3: Synthesize articles
Synthesizing is the process of analyzing and evaluating information from various sources, making
connections between the information found, and combining the recently acquired information with prior
knowledge to create something new. At this stage, the steps are performed as follows:
1) Review of the gathered literature: After gathering a substantial amount of literature, documents with
appropriate content and supporting the research topic based on the abstracts of the articles were
selected for further research.
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2) Read the literature and take notes: Each article has been read and recorded as following questions:
What is the author's objective? What evidence do they use to support their ideas? What are the research
results? What recommendation do the authors give based on this result?

3) Synthesize all the information gathered from the literature: Compare and contrast the main ideas and
other pertinent information in each source, evaluate the quality and significance of these main ideas,
and interpret the main ideas in the context of the research objective.

4) Conclude: The synthesis of information was made into logical conclusions about the suitability of this
research objective.

Step 4: Publicize review findings
The results of the research provide conclusions and proposed recommendations for Vietnamese
auditing firms.

4. Results and discussion
4.1. The current landscape of applying big data and data analytics at foreign auditing firms

Foreign auditing firms in Vietnam are well-known as the Big 4. Big4 audit firms, including Deloitte,
PwC, KPMG, and EY, have been developing artificial intelligence software to automate data processing and
big-data-based processes. According to Kapoor (2020), four major auditing companies, KPMG, EY, PwC,
and Deloitte, have invested about 9 billion USD in developing tools to support the use of big data and data
analysis in the audit process.

Deloitte leveraged Kira Systems’ machine learning contract review software, Kira, across services
to accelerate and improve the accuracy of contract reviews in a large variety of multidisciplinary projects.
Powered by Kira, Deloitte helps companies accurately and efficiently extract information from contracts
required to comply with the lease accounting standard, significantly reducing implementation time and cost
for their clients (Huq, 2023). Deloitte used Kira to accelerate the lease review process by up to 30% compared
to manual review. Moreover, Deloitte LLP has committed $1.4 billion to boost the technology and leadership
skills of its thousands of employees in a bid to get ahead of customer demands and support the career growth
of its workforce (lacone, 2022).

PwC plans to invest $1 billion in generative artificial intelligence technology in its U.S. operations
over the next three years, working with Microsoft Corp. and ChatGPT-maker OpenAl to automate aspects of
its tax, audit, and consulting services (Loten, 2023). In October 2017, the International Accounting Bulletin
named PwC’s “GL.ai” ‘Audit Innovation of the Year’. This technology examines every uploaded transaction,
user, amount, and account to find unusual transactions in the general ledger, which could indicate error or
fraud, without bias or variability (Loten, 2023).

EY invested $500 million globally to bolster its big data and data analytics capabilities. At the heart
of the multi-year investment lies the setup of a Global Analytics Center of Excellence (COE), in addition to
the firm expected to complete several acquisitions in the analytics space. In addition, EY launched a
recruitment drive aimed at attracting talent in areas such as data sciences and advanced statistical modeling
to complement, to significantly grow its global talent base (Consultancy.uk, 2014). EY has applied Al
technology to the automation of routine tasks, such as auditing by using its proprietary Robotic Process
Automation (RPA) system. EY claims that this technology helps the firm deliver more accurate, efficient
audits for its clients.

KPMG firms are making substantial investments into enhancing data acquisition, governance and
processing techniques for all types of data, to drive the audit of the future The enhancements to KPMG’s
audit software, called KPMG Clara, is designed to facilitate more seamless and transparent interactions
between you and your engagement team (Stockle, 2023). This secure platform offers a centralized portal that
serves as a single source for the exchange of important information. KPMG committed to investing $2 billion
in Microsoft Al and Cloud services over the next five years. This is expected to open potential growth
opportunities of more than 12 billion USD for KPMG (Venture Beat, 2023).
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The opportunities of application big data and data analytics in audit service

Big data enhances the quality of audit evidence by increasing its relevance and completeness. Big
data can improve the reliability of audit evidence by ensuring the independence of the supplier, the
effectiveness of internal control systems, and timeliness. Regarding supplier independence, big data from
external sources can provide important non-financial evidence that can be used to evaluate financial accounts.
For example, when a product receives negative comments on social media, while the company's revenue in
its financial statements increases, this may be a sign for further investigation (Yoon, Hoogduin, & Zhang,
2015). Audit clients can test the internal control system from the design side and determine whether the
designs are implemented for adjustment. When internal audit processes are automated, audit clients and audit
firms will save costs, conduct audits more frequently, and minimize audit staff involvement (Balios et al.,
2020). By implementing big data and data analytics, hundreds of thousands of lines of non-standardized
accounts payable and accounts receivable data that took several months to complete could now be completed
within a week.

Completeness was determined based on the amount of available evidence. idil, Akbulut, and Ozoner
(2018) concluded that big data analytics allows auditors to identify anomalies by thoroughly scanning entire
datasets, especially those that are thoroughly masked in the event of fraud or collusion. In the research of
Perera and Abeygunasekera (2021), most respondents stated that audit procedures no longer need to depend
on sample testing; instead, they can rely on 100% sample analysis which can improve the quality of analysis,
which is one other motivation for the use. For example, when auditors attempt to gather evidence for fraud,
e-mail evaluation can be quite useful, whereas traditional audit evidence is inadequate (Holton, 2009).

Big data enhances the efficiency of audit procedures and processes. Newman, Muzvuwe, and
Stephen (2021) show that 96.67% of respondents from KPMG agreed with the assertion that Data Analytics
improves audit efficiency. In financial statement audits, auditors can update traditional substantive tests, tests
of controls, and analytical tests by applying problem-oriented data analysis techniques to big data. Audit
quality will be improved if auditing firms apply big data in audit processes, from input and implementation
procedures to output toward enhancing the quality of audit reports (Trang, Thuy, & Binh, 2022). Data
analytics has an impact on audit procedures, especially performing analytics by integrating data that was
previously outside the scope of auditing but can predict and warn of abnormalities (Salijeni, Samsonova-
Taddei, & Turley, 2019).

Big data benefits audit clients by improving the relevance and specificity of the questions asked by
auditors and the quality and effectiveness of their responses. Rather than focusing on what happened, audit
questions often focus more effectively on why an important issue arose and its consequences. Managers and
auditors are more likely to speak the same language and share the same views when discussing audit matters.
Moreover, Perera and Abeygunasekera (2021) considered big data and data analytics as a competitive
advantage in the audit market; auditors can focus on drawing better conclusions and adding value to their
clients by providing better recommendations to comply with new standards. Simultaneously, to be compatible
with changes in market conditions, auditing standards are being revised from time to time.

The challenges of application big data and data analytics in audit service

Big data and data analytics, on the other hand, bring several problems to the auditing business. If
gathering audit evidence requires a lengthy time and money, the auditor will be unable to properly apply the
outcomes of the study (Yoon et al., 2015). Furthermore, network security and safety must be considered.
Concerns regarding independence may emerge when auditors know too much about their clients. Earley
(2015) stated that because the use of data analytics implies that most operations would be automated, there is
a risk that hackers will steal private client data and that auditing tools will be contaminated. Another issue is
the use of tools for data analysis during the audit process, which causes auditors to spend more time on an
engagement (Newman et al., 2021).

Currently, there are no standards that specify when big data and data analytics should be performed
during the audit process (Rose, Rose, Sanderson, & Thibodeau, 2017). Auditing standards generally lack
guidance regarding the practical use of big data. Whether these standards are suitable for big data is another
issue that must be considered. Previously, revised standards mentioned leveraging big data in auditing.
Auditing standards classify sources of information, with the evidence obtained being the most reliable
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externally and the least reliable being interviews with the management. However, there are no standards that
regulate the type of evidence provided by big data. Appelbaum, Kogan, and Vasarhelyi (2017) argue that
customers increasingly rely on big data to conduct business, making audit tracking more difficult and fraud
assessment more difficult. However, the auditing profession is a step behind using big data in auditing
procedures.

The audit industry also has problems in training human resources in big data and data analytics. In
a study by Bozhinovska Lazarevska, Tocev, and Dionisijev (2022), 45.5% of surveyed auditors believe that
the limitation of using big data analysis in auditing is due to the lack of auditors' capacity and training
programs on essential skills of big data analytics. Manual operations can be significantly reduced by
automation, and integrating large amounts of data requires more advanced skills. It is now necessary to collect
and analyze other relevant evidence supported by big data. Therefore, auditors may require expertise in both
auditing and information technology. The growing demand for such skills represents a challenge for official
educational institutions, and new training programs need to be implemented at both the undergraduate and
graduate levels. Auditors or accountants, as well as other professionals dealing with big data and data
analytics, need to be adequately trained (Balios et al., 2020).

4.2. The current landscape of applying big data and data analytics at Vietnamese auditing firms

In terms of practical applications, many Vietnamese auditing firms have promoted the application
of information technology to big data and big data analysis in professional activities. Vo (2018) pointed out
that the reality is that major auditing firms today have spent considerable investments in developing tools and
methods related to big data and data analytics. Currently, many businesses apply software in the field of
accounting and auditing, such as electronic invoice software, electronic accounting software, electronic sales
software, and electronic office software (Pham, 2023). However, the level of applying big data in firms is not
high (Duyén, Binh, & Nga, 2023). The State Audit Office of Vietnam also provides policies, roadmaps, and
goals for the application of big data and data analysis in businesses in general, and auditing in particular.

However, Vietnamese auditing companies still face difficulties applying big data. First, local
auditing firms are unable to take advantage of the benefits of big data and data analytics. There are almost no
studies or articles clearly stating the application of big data and data analysis in the process of performing
audits at Vietnamese auditing companies, some research focuses mainly on state audit applications (Mai,
2020). Although audit clients and local auditing firms are aware of applying big data and data analytics, these
firms are slow to adopt big data because there is no mandatory regulation of big data research and learning.
According to Mr. Do Thanh Danh - Deputy General Director of Digital Transformation and Information
Technology Strategy Services, Deloitte Vietnam: " The number of businesses that have changed their business
methods and applied technology is at a high rate. While 2.2% businesses have only reached the basic level
of digitalization”” (Tung Anh, 2023).

Second, the cost of big data research and development is high, making it difficult for Vietnamese
auditing firms to conduct these costs. According to(Barriers and difficulties for businesses when digitally
transforming, 2021), 60.1% of businesses participating in the survey said the barrier when applying digital
technology is due to high investment and technology application costs. Stolen data and software errors owing
to poor network security systems can lead to financial losses and increased business costs. The cost of
deploying big data and data analytics not only includes the cost of investing in additional technologies but
can also incur additional costs such as process change costs, personnel training costs, set-up information
technology infrastructure costs, and costs of building network security. Having to equip and invest without
seeing the results is a huge challenge for business owners in deciding to invest their budget.

Finally, Vietnamese auditing firms face a lack of human resources with big data analysis skills.
According to research by the Vietnam Association of Certified Public Accountants, up to two-thirds of
accounting graduates do not meet the needs of employers in many respects. Meanwhile, today's digital era
with new technologies requires very high qualifications in finance, accounting, and auditing personnel (Pham,
2023). Most auditors today lack the necessary skills to use data analysis technology accurately and effectively
from big data and businesses will have to spend large costs on training and hiring leading experts in the field
of data analysis (Giang, 2023).
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5. Recommendations and conclusion

Based on our findings, this research proposes the following recommendations for stakeholders:

Regarding the role of administrative agencies, the Ministry of Finance and the Vietnam Association
of Certified Public Accountants should establish guidelines and reduce the challenges associated with audit
evidence resulting from big data and data analysis in corporate auditing. These standards require references
from foreign nations that have effectively implemented them to draw lessons and develop relevant regulations
for the audit environment in Vietnam. Furthermore, it is vital to extend big data training sessions to enable
auditors to acquire critical knowledge and abilities, boosting auditor effectiveness when applying big data to
the real audit processes for audit customers.

Regarding the role of Vietnamese auditing firms, companies must make specific plans to gradually
adapt and effectively apply big data and data analysis. Companies need to consider and balance the
effectiveness of big data with their financial health, thereby planning long-term budget estimates. Regarding
technology, local audit firms should invest in research and applications from auditing companies that have
successfully applied big data and data analytics and cooperate with data analysis services or solution providers
to develop and adjust to suit the audit process in Vietnam. It is critical to focus on developing a network
security system to protect the safety of accounting and auditing data. Simultaneously, firms need to prioritize
the development of high-quality audit human resources to adapt to industry development. Internal personnel
training courses should be conducted regularly to improve expertise and big data analysis skills.

As a result, future accountants and auditors should have knowledge and abilities in the disciplines
of law, information technology, communication, and management in addition to accounting and auditing
experience. Understanding how to use new technologies and the analysis of audit data to generate audit
evidence and draw conclusions from it is a learning process. Furthermore, to supply a large number of high-
quality human resources and anticipate the ongoing expansion and development of big data in the future,
encouraging investment in establishing training courses is critical. Educational institutions in Vietnam should
offer subjects related to big data and data analytics to students, cooperate, and organize seminars with auditing
firms to provide courses suitable to the needs of the labor market.

Digital transformation using a large number of technologies benefits all firms in every industry.
Audit firms serving accounting and auditing services have adopted big data and data analytics in their
procedures. This research highlights that there is a difference in applying big data and data analytics between
Big4 firms and Vietnamese audit firms. Moreover, applying modern technologies, like big data and data
analytics, has both advantages and disadvantages for audit firms. The study proposes recommendations to
promote the application of big data and data analytics in Vietnamese auditing firms. However, the study also
has limitations. In the limitation of the article, the author does not have access to specific data on the data of
audit firms in Vietnam applying big data and big data analysis, but only collects information from previous
studies. In addition, the author cannot connect with existing auditing firms and auditors in Vietnam, so it is
not possible to collect all the necessary information related to topical issues such as big data. In the future,
the author intends to carry out further studies as well as build a questionnaire to collect quantitative data and
test some relevant hypotheses, thereby recommending effective solutions and more effective.
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